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AGENDA

• How Corporate Networks have changed – The Attack Surface

• Sophistication Level of todays Hackers

• The always evolving “Security Stack” 

• A typical hack timeline

• Mitigation Strategies

• Evolution of advanced techniques such as “XDR”



TRADITIONAL NETWORK



MODERN NETWORK



HACKER TYPES - COMMON

Maturity Level 1

Opportunistically using a publicly available exploit

Any victim rather than a specific victim

Seeking common weaknesses in many Targets

Concentrates on the User rather than the entire Enterprise

Maturity Level 2

Uses social engineering, phishing, weak passwords

Conservative with Time, Money and Effort to get a result







HACKER TYPES - SOPHISTICATED

Maturation Level 3

Less reliant on public tools

Adjust and adapt to the weaknesses presented

Focused on particular targets

Willing and able to invest some effort into circumvention

Objective:

Pivot to other parts of a network

Extend and Elevate Network Privileges

Create Persistency, Cover their tracks





MITIGATION STRATEGIES

• Restrict Administrative privileges.

• Different Administrator / Sub-Administrator accounts.

• Patch operating systems. 

• Multi-factor Authentication.

• Network segmentation.

• Block network traffic of known malicious command and control 
protocols.



LIMITING THE DAMAGE

• Sensitive or Archive data – kept offline

• Immutable Storage for Backups and Original Data

• Data at rest should be Encrypted

• Time is of the essence to prevent lateral movement

• Extended Detection and Response “XDR”
• Detecting footprints and door knocking as the perpetrator attempts to 

move laterally around the network.

• Setup “Honey Pots” to trap malicious users

• Time is of the essence – detection and apprehend before the damage



XDR   “EXTENDED DETECTION AND RESPONSE“

• Infrastructure, Devices, Users, Privileges monitored

• Thousands of daily events aggregated and correlated

• Machine Learning (AI) sifts through the noise

• HIPAA, Essential Eight and CMMC Triggers

• Regular Penetration Testing

• Active Threat Hunting

• Honey Pots

• Daily Cyber Security Health check and audit
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